
Powerful, granular endpoint controls combined with proactive security and 
management for mobile devices and data
Application, web and device controls, including dynamic whitelisting supported by Kaspersky’s 
unique in-house laboratory, add a further dimension to deep endpoint security. Corporate and 
employee owned (BYOD) mobile devices are also secured, and platforms are unified to be managed, 
together with all protected endpoints, though the Kaspersky Security Center console. File server 
protection ensures that infection cannot spread to secured endpoints through stored data.

ENDPOINT CONTROLS

Application Control with Dynamic 
Whitelisting — using real-time file 
reputations delivered by the Kasper-
sky Security Network, enables IT ad-
ministrators to allow, block or regulate 
applications, including operating a 
‘Default Deny’ whitelisting scenario in 
a live or test environment. Application 
Privilege Control and Vulnerability 
Scanning monitor applications and re-
strict those performing suspiciously.

Web Control — browsing policies 
can be created around pre-set or 
customizable categories, ensuring 
comprehensive oversight and admin-
strative efficiency.

Device Control — granular data 
policies controlling the connection 
of removable storage and other 
peripheral devices can be set, sched-
uled and enforced, using masks for 
simultaneous deployment to multiple 
devices.

FILE SERVER SECURITY

Managed together with endpoint 
security through Kaspersky Security 
Center.  

MOBILE SECURITY:

Powerful Security for Mobile 
Devices — advanced, proactive 
and cloud-assisted technologies 
combine to deliver multi-layered real-
time mobile endpoint protection.

Web protection, anti-spam and 
anti-phishing components further 
increase device security.

Remote Anti-Theft — Lock, 
Wipe, Locate, SIM Watch, Alarm, 
Mugshot and Full or Selective Wipe 
all prevent unauthorized access to 
corporate data if a mobile device 
is lost or stolen. Administrator and 
end-user enablement, together with 
Google Cloud Management support, 
delivers quick activation if required.

Mobile Application Management 
(MAM) — Controls limit the user to 
running whitelisted applications, pre-
venting the deployment of unwanted 
or unknown software. ‘Application 
Wrapping’ isolates corporate data on 
employee owned devices. Additional 
encryption or ‘Selective Wipe’ can be 
remotely enforced.

Mobile Device Management 
(MDM) — a unified interface for 
Microsoft® Exchange ActiveSync 
and iOS MDM devices with OTA (Over 
The Air) policy deployment. Samsung 
KNOX for Android™-based devices is 
also supported.

Self-Service Portal — allows self-re-
gistration of employee-owned ap-
proved devices onto the network with 
automatic installation of all required 
certificates and keys, and user/owner 
emergency activation of anti-theft 
features, reducing the IT administrative 
workload.

Kaspersky Endpoint Security for Business — SELECT also includes all components of the 
CORE tier.

 KASPERSKY ENDPOINT SECURITY
FOR BUSINESS — SELECT
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